How to patch the opengl32.dll to create a wallhack for the game Half-Life

This tutorial shows how to patch the opengl32.dll stored in the windows/system directory to create an XQZ wallhack for
Half-Life.

The opengl32.dll is a ,,wrapper between an opengl-program and the grafic card driver.
Its stored in <windows>\system32 directoy on WindowsXP, Windows2000 and WindowsNT
and stored in <windows>\system directory on Windows95, Windows98, Windows98 SE and WindowsME.

Half-Life loads the opengl32.dll by calling the Windows API LoadLibraryA with parameter ,,opengl32.d11“.
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This bug (which isn"t really a bug) is used by many opengl hacks, because of the way Windows is loading librarys. If
Half-Life would load the opengl library by using LoadLibraryA(,,<systemdir>\opengl32.dl1*) none of the opengl hacks -
where u must put a hacked opengl32.dll into the Half-Life directory - would work. But if you use LoadLibraryA
(,;opengl32.d11) like Half-Life does, Windows first looks into the directory where the executable of the program is
stored and if Windows find an ,,opengl32.d11“ library there, it is using this.

The way is this:
hl.exe opengl game (Half-Life) uses
kernel32.dll LoadLibraryA(,,opengl32.d11*) loads
opengl32.dll in Half-Life directory (wrapper with wallhack etc.) uses
kernel32.dll LoadLibraryA(,,<systemdir>\opengl32.d11*) loads
opengl32.dll, original loads

driver (for nvidia nvoglnt.dll, for ATI atioglxx.dll)

What we want to do is patching the opengl32.dll directly so we dont need a wrapper:

hl.exe opengl game (Half-Life) uses
kernel32.dll LoadLibraryA(,,opengl32.d11*) loads
opengl32.dll in Half-Life directory (hacked original opengl32.dll) loads

driver (for nvidia nvoglnt.dll, for ATI atioglxx.dll)

So the first step is coping the opengl32.dll from the <systemdirectory> to the Half-Life directory where the hl.exe is
stored.

After Half-Life is now loading the original opengl32.dll from the Half-Life directory we have a deeper look into the way
Half-Life draws something in opengl.

The main function we want to hook is

procedure glBegin(mode: cardinal); stdcall; (delphi)
void __stdcall gIBegin(dword mode) (ct++)

The parameter ,,mode* is the way Half-Life wants to draw something. Possible modes are:

GL_POINTS =0x0000 ; //(c++) $0000 (delphi)
GL LINE = 0x0001 ; //(c++) $0001 (delphi)
GL LINE LOOP = 0x0002 ; //(c++) $0002 (delphi)
GL_LINE_STRIP =0x0003 ; //(c++) $0003 (delphi)
GL_TRIANGLES =0x0004 ; //(c++) $0004 (delphi)
GL_TRIANGLE_STRIP =0x0005 ; //(c++) $0005 (delphi)
GL_TRIANGLE_FAN =0x0006 ; /(c++) $0006 (delphi)
GL_QUADS =0x0007 ; //(c++) $0007 (delphi)
GL_QUAD STRIP =0x0008 ; //(c++) $0008 (delphi)
GL_POLYGON =0x0009 ; //(c++) $0009 (delphi)

If the mode in glBegin is GL_ TRIANGLESTRIP (5) or GL_ TRIANGLE FAN (6) Half-Life wants to draw a model, so
we disable the depth test, that everything which is now drawn with glVertex3f is directly on the screen.



delphi:
procedure glBegin(mode: cardinal) stdcall;

begin
if (mode = GL_TRIANGLE STRIP) or (mode = GL_TRIANGLE FAN) then
glDisable(GL_DEPTH _TEST) else glEnable(GL DEPTH_TEST);
oldglBegin(mode);
end;
ct++:

void __stdcall glBegin(dword dwmode) {
if ((dwmode == GL_TRIANGLE_STRIP) || (dwmode == GL_TRIANGLE_FAN))
glDisable(GL_DEPTH_TEST) else glEnable(GL DEPTH_TEST);
oldglBegin(dwmode);

GL DEPTH_TEST = 0x0B71; //(c++) $OB71 (delphi)

glBegin should be our function which is called instead of the original glBegin.

oldglBegin is the original glBegin function.

glEnable and glDisable are opengl functions to activate and deactivate something.

GL DEPTH_TEST is the consant for the depth test, u can enable the depth test by

calling glEnable(GL_DEPTH_TEST) and disabling it by calling glDisable(GL DEPTH_ TEST)

If we compile it in Delphi and setting up a breakpoint we get the follwing result:
Tnitl.pas.28: begin

As you can see we have the nng 0 55 push ebp
bler code of our glBegin 0044C35C1 SBEC mov ehp,esp
assen,l g g 0044C3C3 53 push ehx
function. 0044CEC4 8ESDOS wov ebx, [ebp+508]
But we have now 2 problems. Unitl.pas.29: if (mode = GL TRIAWGLE STRIP) or (mode = GL TRIANGLE FAN) then
1.) we have two distance calls, = 0044C8CT 83FB0S cp ebx, $05
glDisable and glEnable s iz Eils
L . 0044CECC B3FEDE cup ehx, 06
2.) oldglBegin is a pomter call, [gatdss si Yir ison
we must change ittoa Unitl.pas.30: glDisable(GL DEPTH TEST) else glEnable{GL DEPTH TEST) :
distance call 0044CaT1 6871080000 push $00000k71
0044CEDG ESLSFEFFFF call glDissble
.o 0044CEDE EBOA jmp +§0a
So we can use inline assernbler 0044CEDD 65710B0000 push $00000B71
for creating our own glBegin 0044CSEZ ES11FEFFFF call glEnable
function. I have added some Unitl.pas.31: oldglBegin{mode) ;
optimizations. 0044C3E7 53 push ebx
0044CEES FF1SDCFE4400 call duord ptr [oldglBegin]
Unitl.pas.32: end;
0044C5EE 5B pop ebx
0044C5EF 5D pop ebp
Unitl.pas.37: MOV EAX,DHORD PTR SS: [ESP+54]
Here is the new inline assembler code: D044C878 3685442404 mov eax, [esp+i0d]
Unitl.pas.38: C(MP EAX,55
D044C87D S3F805 cmp eax, §05
. . . Unitl.pas.39: JE @ismodel
The function begins at 0x044C8BC with the assembler o044cEsn 7405 4z +305
instruction Unitl.pas.40; CMP EAX,S56
mov eax, [esp+$04] D042C882 B3F806 emp eax, $06
Unitl.pas.41: JHZ @isnotmodel
D044CE85 750C inz +$0c
the opcode for this specific instruction is Unitl.pas.43: PUSH $0B71
8B 44 24 04 0044CS887 63710B0000 push $00000b71
Unitl.pas.44: CALL oldglDisabhle
.. . . D044C83C EQE3IFFFFFF call oldglDisable
This is what every hexeditor shows if you open an EXE file. ;¢4 pas.45: oMp @ena
Now we must search unused data in in the opengl32.dll to  oo44css1 EBOL jmp +§0a
overwrite it with our function. Unitl.pas.47: PUSH 50B71
The easiest way is using one of the wgl functions because =~ 2-##c853 6871080000 Flshiauabidel
. . Unitl.pas.48: CALL oldglFEnable
they are big enough to replace them with our wallhack code. pg4acaas rFepIFFFFFF Sall BlagiEnanlE
The normal functions like glBegin or glDisable are only 2 or tmit1.pas.50: PUSH DWORD PTR SS: [ESP+54]
6 assembler instructions. 0044C33D 36FF742404 push dword ptr [esp+i04]
Unitl.pas.51: CALL oldglBegin
0044C842 EGCSFFFFEF call oldglBEegin

Unitl.pas.52: RET 4
0044CEL7 CZ0400 ret §0004



glBegin is for example (on NT based operation systems)

__asm {
mov eax, dword ptr fs:[18h]
jmp dword ptr [eax+7cch]

}

The first instruction writes 4 bytes from the thread data block address +18 into EAX.
On NT based systems (winXP, win2k and winNT, not winXPSp2) FS is everytime 0x7FFDE000. The address standing
on 0x7FFDEO018 is 0x7FFDEO00O.

EFE023FE
EFBED22FE

&4: 01 12EERERR
FFRE CCA7EREE

MOU ERX,OWORD PTR FS:C121
JHMP DWORD PTR D5: CEAH+YCC]

=>
mov eax, dword ptr fs:[18h]
is the same like
mov eax, dword ptr fs:[0x18]
is the same like
mov eax, 0x7ffde000
add eax, 0x18
mov eax, [eax]
is the same like
mov eax, 0x7ffde018
mov eax, [eax]
is the same like
mov eax, 0x7ffde000

//18h = hex, for delphi & ct++, 0x18 for c++ and $18 for delphi

The second instrucion jumps into the driver. The address where glBegin is stored in the driver stands on EAX+7cch. As
we know EAX is everytime 0x7FFDEOO0O so the pointer standing at 0x7FFDE7CC is our driver glBegin.

mov eax, 0x7ffde000

jmp dword ptr [eax+7cch]
is the same like

mov eax, 0x7ffde000

jmp dword ptr [eax+0x7cc]
is the same like

jmp dword ptr [0x7ffde7cc]

The glBegin function in opengl32.dll is nothing else than a jump to the driver glBegin address!

MOU ER, OWORD PTR FS:L19]
JP DWRD PTR OS2 CEARF7EC]

Ed: A1 12EERARR

glBegin export in 13 -FFRD, CCo7o0es

opengl32.dll

atioglud.692C51368

Adress standing on 0x7ffde7cc: Address |Hew dump
YFFOEFCC| 38 51 2C &9
We must swap the bytes -> mmmsssnlER Ee em
30 51 2C 69 => 0x 692C5130 = driver glBegin
E3 [FUSH EE%
=) | FUZH EEFP
{=1=] | FUSH ESI
=T | FUSH EDOI
£d41Al FREEAGEE | MOU EAX, DWORD FTR FS:[BFE]
SEEC24 14 MOL EBF, OWORD PTR S5: [ESP+141
SEFE MOU ESI, ER:X
EES85 4CEEBB8EH0 MOL ERX, OWORD FPTR DS: [ESI+&E4C]
| =B=CAE MOV EDI,OWORD PTR DOS: [EAX+EEF#4]
SESE B4SBE4@8 MOV EQX,OWORD PTR OS: [ESI+43E84]
230B | WOR EEH,E
SBC3 iEHP ERX, EEX
wTd BT JE SHORT atioglss.692C5150
CE86 B1gBB4@E @) MOV BYTE FTR DS: [ESI+42E@11, 1
299E C4@aas8aa CHF OWORD PTR D5:[CESI+C41,EEX
wrd 11 JE SHORT atioglun.e92CE17E
E9 bzESaaas MOU ECH, EB82
ES 727E0560 CALL 5t iogluy.5932C4E0
EF FOF EDI
SE FOF ESI
=] | FOF EEF
EE FOF EE®
Cz2 B8 RETH 4
289 _Doccemme | ChP_BYTE PTR DZ: [ESI+CS091.EL

Some opengl hacks are changing the adress standing on 0x7ffde7cc to their own glBegin adress (Pharlaps opengl hack,
OGC SE (Lite), 10rY 1-10, dom1nlks HLH etc.) This method is very easy and powerfull, because as I know its VAC
undetected since the first VAC release. Cheating-Death has many false detects because of the reason that



some drivers are changing the adress like the cheats does it. Also some drivers (nvidia forceware) are changing the
address to memory which is not in the driver. So Cheating-Death detects some older drivers and lots of nvidia quadro
grafic cards as a cheat.

But for our cheat its not all important.
We need the glBegin export address:

SEUUZE'AE| s Tert EHport JlHrraYk lement
EFA0Z23F0| . tent Exnport glBegin
EEEEEE&# -Text EHDDI"t g ILE LndTEHture

which points to:

EFE023FE, &4:01 128EEEER | MO ERH,OWORD PTR FS:C121
EFBED2EFE] FFAB CCAVEREE | JMP DWORD PTR DS5: [EAH+7YCC]

Also we know that the opengl32.dll changes EAX, so we can use this register in our wallhack function.

The assembler instruction

64:A1 18000000 MOV EAX; DWORD PTR FS:[18h]
is the same like

A1 18000000 MOV EAX; DWORD PTR FS:[18h]

0x64 is a prefix but we dont need it. Our wallhack code has 2 prefixes, too.

36:8B4424 04 MOV EAX, [ESP+0x04]
is the same like

8B4424 04 MOV EAX, [ESP+0x04]
and

36:FF7424 04 PUSH [ESP+0x04]
is the same like

FF7424 04 PUSH [ESP+0x04]

As I said that we need memory which we can overwrite with our wallhack code. Unused wgl functions are the best
functions to overwrite, because the normal gl functions (like glBegin) are only 2 assembler instructions (or some more
ex. glShadeModel or on win9x operation systems)

Such a function we can us to QFE’IEET}@II&' L tent | Export |wallzeFontOutlinesA
.. EFBOEV4Z2 . text | Export | g lUsanntDut Linesl
overwrite 18 CEADLZ224| . tent | ISE . indowF con0C

wglUseFontOutlinesW. Its not EFEDE?q.E CEFF MO EDT . EDT
used by Half-Life and it has 4] 55 EEEHEEEP Lin
some more 1nstructions. EhEHDIfDHD FTR £5: [EBP+1C]
FUSH DWORD FTR S55: [EBF+24]
FUSH DWORD FTR S5: [EBP+Z2E]
FUSH ECH
51 FUSH ECH
O9EC24 B4 FSTP DWORD FTR S5: [ESP+4]
0945 18 FLD DWORD PTR £5: [EBP+121]
D31C24 FSTF DWORD FTR S5: [ESF]
FF7E 14 FUSH DWORD FTR S5: [EBF+141]
FF75 1@ FUSH DWORD FTR S55: [EBP+1@1]
FF7E @C FUSH DWORD FTR S5: [EBF+C]
FF7E @8 FUSH OWORD FPTR S5: [EBP+21]
E2 VEFOFFFF CALL openal_1.SFHDE4E4
5D FOF EEF
¢z zs00 FETH 20

Now we take a hexeditor and search for this assembler instructions:

loooopaac |FFC7 45F0 0100 0000 8370 FOOO 7412 FF75 FCRA OOFF 1500 110D SF50 FF1S CB11 ODSF
|0D00DADD |[FE74 OBFF 7508 EBAS FI1FF FF83 7DF0 OOSF SE7S 176A 15CC 110D SFBB 45F8 2E45
1DDDDDAF4 14E8 924E FFFF 8B45 FOGSE C9C2 2400 FF45 aDCC CCCC [BEFF 5588 ECDY 451C
1DDDDDBIS|24FF 7520 5151 18D9 1024 14FF FF75 DCFF ?508 E8aBE FDFF
lnooopE3c [oocc CCCC A0 . g 04 D345 18D9
l0000DB60 | RS JFF FFSD flicC ccoC CoCC BBEF 5588 ECB3 ECLD
1DDDDDB84 830E 0480 QF85 8300 0000 D931 9000 0000 8DEl 419 Q000 DsOs

apengl32.di

JI |nFFset: 56130 [0x0000DE42] zl Compare Results

4



We found the right data. The red marked data is looking like our wglUseFontOutlinesW function but it is not. There is

only one byte difference -> the call is 0XESABFDFF instead of 0XE875FDFFFF. If you want to create a hack for other
programs be sure you change the correct bytes. If u would find more that 1 result you can do a second check. The last 2
bytes of the address in the hexeditor must be the same than in the debugger:

The debugger shows the wglUseFontOutlinesW function at adress 0xSFODE742 the hexeditor shows it at address
0x0000DB42. The other function (red marked) starts at address 0x0000DBOC so its not our function.

Now we overwrite the data with our wallhack code (we dont need the two prefixes):

N0CC CCCC CCCC [aps
O0ES D3FF FEFFEF FE74

HOLERx, OWORD FTR 55: [ESP+41
EEPSEEETE l22. EFBOEFER
In the debugger we can now see our replaced CHE ER, e
code, if we look at the export function D . gﬂgfgg?{ onengl 8 SRALE AL
wglUseFontOutlinesW: ES ESFFFFFF CALL opengl32.SFA0ETSO
. 1| +EE B8A JMP SHORT openal32.SFBOETES
Now we must change the distance calls that they £ | EE F1EEPRED FUSH BEF1
are pointing to glEnable glDisable and glBegin. = | ERcasRELEtE B O
EZ CEFFFFFF CALL opengl32.EFBOEF34
EFGF| C2 @48 RETH 4
e = AND EYTE PTR DS:[EAXI,AL
LI i"L'.-':-"I (i THTD

Here are the 3 offsets:

glBegin: 0x5FOD28F0

EFADZFIE| . tent Export glArrayElement

EFA0Z23F0 .tent Export glBegin

EFA0ZFA4| . tent Export glBindTerture
glEnable: 0x5FOD2E54

EFBDZEE| .text | Ewport |4lEnable

EFB0ZFEC| . texrt Export glEnableCl ientState
glDisable: Ox5FOD2E48

SFE0ZE4S . tert EHpu:urt ngLsable

CFAn>FRr Fout Furmvt+ AlNizaklar ]l icntSE s

Its easy to calculate the new distance. We must subtract from the function we want to call our call adress and 5 bytes for
size of the call instruction:

0x5FOD2E48 (glDisable) - 0xSFODE755 (our call) - 0x05 (size of call instruction) = 0XFFFF46EE
0xSFOD2E54 (glEnable) - 0xSFODE761 (our call) - 0x05 (size of call instruction) = OxFFFF46EE
0xSFOD28FO0 (glBegin) - 0xSFODE76A (our call) - 0x05 (size of call instruction) = OxFFFF4181

We must swap the bytes (ex. 0OXFFFF46EE => 0xEE46FFFF) and change them in the hexeditor:
pocc cccc CcCCC B8B44 2404 83F8 0574 0583 F80e 750C 6871 OBOO O0ES EE4e FFFF EBOA 6871 0OBOO
0OES EE4s FFFF FF74 2404 ESS1 41FF FFCZ 0400 Z000 CCCC CCCC 8BFF S558E ECE83 EC10 538E SDOS

Now the debugger should show this:

2| SBd4424 B4 IHDU ERX,OWORD PTR 55:LCESP+41
& 92F2 @S | CHP ERQX,E
|~74 B85 JE SHORT opengl3z2.5FE0EFER
53F2 B& CHMP ERX, &
« 75 B JHZ SHORT opengl3Z2. SFE0EVEC
58 7 16EA0EE FUSH BBY1
ES EE4&FFFF CALL opengl3z.qlbizable
EE BH JMP SHORT opengl32.SFEDEVES
58 716BA0EE FUSH BBY1
ES EE4&FFFF CALL opengl32.alEnable
FFF4z24 @4 FUSH DWORD PTR 55: [ESF+41
E2 2141FFFF CALL opengl32.glBegin
CZ BdoE RETH 4
ZHEE AHD BYTE PTR DS:[ERXI, AL
rr: THT=

We have successful patched the opengl32.dll with our wallhack function. But its never called... We have to change the
export table address of glBegin that it points to our new wallhack function.

We know that the export address of glBegin is: 0xSFOD28F0. An entry of the export table is stored in 4 bytes.

The first 2 bytes are fixed from windows with the relocation table, because its not sure where windows loads the library
into the target process. To get the address how it is stored in the opengl32.dll that we can change it with a hexeditor we
must subtract from the address in memory the base address of the opengl32.dll.

S045E8EE| BEE2TERE| SO45320A| COMCTLIZ| 5.82 (dpsp_spZ_1 C: ~WINDOWS sy stem32~COMCTLIZ2. AL 1
SFE00EEE | BBECCE0n| SFODAS22 | opengl32| 5. 1. 2680, 2180 ([ C:~Spiele~Half-Life~opengl3z.dll
t2iFoana| onfaaon| " [neicda | 51,2508, 8 fupe| CoMINDONS cystengtneioda dil




0x5FOD28FO0 (glBegin address in memory) — 0xSFODO0000 (base address of opengl32.dll) = 0x000028F0
0x5SFODE742 (wglUseFontOutlinesW address in memory) - 0xSFOD0000 (base address of opengl32.dll) = 0x0000E742

so we must sreach for FO 28 00 00 in the hexeditor
|DDDA2084|30A8 0100 DEAS 0100 11A7 0100 BC45 0000 FC47 0000 FOS1 0000 982F 0000 242F 0000

AAALAATA I FAAA ARAR AR An OAAR VAT AAaEm TR AAR AAan T Ao Anan Camd Anam SRS Aman Am ST Ammm At mmem

and replace it with 42 E7 00 00.

|DDDA2DB4 J0a8 0100 DBAS 0100 11a7 0100 SC45 0000 FC4% 0000 FOS1 0000 932F 0000 Eﬂm Ad2F 0000
nona2nmo lcro2 Annn 2040 Annn Tooo ANnn TAT90 AanNnn 7421 nnnn CoT1 Annn Snod nnnn 09T annn o021 nnnn

Now we can test our patched opengl32.dll, it should look like this:

I know that nobody wants to create a full hack with this method, but if u try it you can learn much as I did.

-uall

tutorial for [Online Game Cheats], [Endorphine Coding Crew] and [Game-Deception]
Thanks to everyone who supports me :)



