
Ventrilo 2.2 server port hacking

Since Ventrilo version 2.2 its not possible to change the port for the server without a license.
So we need to cack it ;>

What u need is a debugger (Ollydug) and a Hexeditor (Hexworkshop 32)

If we change the variable „Port“ in ventrilo_srv.ini and then start the server it exits immediately. So we change the
variable for example to 1234 and then load ventrilo_srv.exe into ollydebug.

Now we can search for all „text strings“
Ventrilo has stored in the executable.

After a deeper look into the stringlist we found this:

Now we switch into the memory where the string is pushed on the stack:

We have to interpret
the following
assembler
instructions:
PUSH EAX 0EC8
PUSH „Port“
PUSH „Server“
LEAxxx
MOV xxx
CALL xxx
CMP EAX, 0EC8
JMP xxx



If we covert 0EC8from heximal into decimal we get the value 3784, this is the standard port ventrilo is using.

PUSH standard port <- default port
PUSH string „Port“ <- „Port“ in ini
PUSH string „Server“ <- „[Server]“ in ini
...
CALL something <- read from ini ???
CMP EAX, 0EC8 <- is the value which is read from ini the standard port
JE xxx <- if so go on
PUSH string „Only...“ <- if not show message that only port 3784 is allowed

So we must change JE to JMP and our problem is solved?
No, because the return value (EAX = port) is never stored into a variable, so if ventrilo is now creating a new connection
it does not use the value which was read from ini file.

So we must search for the standard port in the executable. The Hexvalue is 0x0EC8, in the exectuable is must be stored
as a dword C8 0E 00 00.

We get this result: 

Ventrilo wants to create a new connection with the port 3784. But we want to use our port which was read from the ini.
So we must pus it on the stack instead of 0EC8. Pushing a variable on the satck needs more than 6 bytes, but we can
only overwrite the 6 bytes for the PUSH 0EC8 instruction (68 C8 0E 00 00).

We could replace it with a distance jump but first we need some unused memory... But hey, we can use the memory
which is never executed anymore and is stored behind the procedure which is reading the port from the ini.



First we save EAX into a variable and then we change the JE to JMP

Note: We must change MOV DWORD OTR DS:[410000], EAX later to a valid address.

Now we can use the address from 0x0041048B to 0x004104CC to store our assembler instructions to push the variable
on the stack and jumping behind the PUSH  0EC8 instruction where ventrilo initializes the port.
After that we must change the  PUSH 0EC8 instruction to a jump into our new instruction which pushes the variable to
the stack.

Maybe a little bit hard to understand but this picture should show whats the idea behind this method:



The last what we need to do is changing the variable address. Normal variables are stored in the data section of the
executable: 

We only need to seach some unused bytes there:

and can change the variable:

Now we must patch the changes with a Hexeditor directly into the executable and then we can use our new hacked
ventrilo version :)

- uall


