Ventrilo 2.2 server port hacking

Since Ventrilo version 2.2 its not possible to change the port for the server without a license.
So we need to cack it ;>

What u need is a debugger (Ollydug) and a Hexeditor (Hexworkshop 32)

If we change the variable ,,Port* in ventrilo_srv.ini and then start the server it exits immediately. So we change the
variable for example to 1234 and then load ventrilo_srv.exe into ollydebug.

Now we can search for all , text strings*
Ventrilo has stored in the executable.

HEFF|] . EZ RIGEEAGE | CALL wventrilo.

BE1ZFFFE

Lo 4Modu LeErtruFoint s

Hex dump

All switches

TEII5H FRP
Backup 3
ca
copy oisa SE handler inst:
Binary p 3281
Assemble Space +ESP
Label :
Commenk A
. F-121,ESF
Breakpaint F [aKERMELZZ.Getlersiol kernel3z. Getler:
Hit trace L4
Run trace b jE1541,EDX
ok p $91981,ECH
Follows in Durmp 3 51807, ECK
Wiew call tree CErlI 1881, EAx
b Mame (label) in current module  CerlHN
Find references ko ko Mamein &l modules
Wiews r
Carmmard CErHF
Copy ko executable 3
) Sequence of commands Chrl+5
Analysis 4
| Conskant
Bookmark, » Binary string Ctrl+E
et Chrl+L
Appearance L3
. FEHCE DD T oL i
: ES EgéSSSSS EEELDNDRD PIR 33455 Al intermodular calls
. ventrllo
R Rl RRE L e
. ventrllo.
. EB &PIcoang CALL ventrilo.BB8410 All sequences
aa41F Al constants

After a deeper look into the stringlist we found this:

Mg 1W45Y | FUSH wentr L Lo Mg ZBHE

Ga4184EC) PUSH ventrilo. BB4EBH9C
GE418471 | PUSH ventrilo.B042BAFE
234108438 FLSH wentr i lo.8842BA5C
BB4184CF|PUSH ventrilo. BE42BASE

PUSH wentrilo.8842EAFE

BE4184EC| PUSH wentrilo.0B42EA44
BB4184F1|PUSH ventrilo. BB42BAFE
BE418CEE| PUSH ventrilo.BB42BA2E
ARA1AEEA| PISH nientvi la ARAZROAC

HzLll "geruvert™

ASCII "Port™

ASCII "Serwer™
|ASCII "Only port 3784 is allowsd on the public wersion of the server.”
ASCII "Dupllcates

ASCII "Serwver™

AECII “SendBuffer™

ASCII "Serwver™

HSCII "SendBuffer must be = 4896,
TT "RoriPndfon

Now we switch into the memory where the string is pushed on the stack:

We have to interpret
the following
assembler
instructions:
PUSH EAX 0EC8
PUSH ,,Port*
PUSH ,,Server*
LEAxxx

MOV xxx

CALL xxx

CMP EAX, OECS8
JMP xxx

A6 1A440
AE4 13452
|-J:74 18454

PV413WUF
BE4184680
BE41E471
@ad41a4 78
Bad 184 7A
@E41647F

]
B0d | A400
aiEd | A455
o04 | A4os

aa41a4ac
Be416471
BEd1a4R6
Bad1a4a2
Ba4184ac
Ga41a4E0
@4 18485

ARANAADE

. EB SEESFFFF
. B8 R4BR4ZEE
. &8 FEBR426GE
. BO4C24 2C

. E8 R93EFFFF
. B8 CEBEBEBE
. B8 ICBA426GE
. G2 FEBR426GE
. BD4C24 2C

. A2 FoBa4368
. EB BC9EFFFF
. 20 EEBEBBEE

. 58 ECBR4Z68
. E2 CE3Z2B86E8
. B304 B4

. BD4C24 28

. Ceddzd4 52 6@
. EB FRIFFFFF
. R 81

. BD4C24 24

« B3EC24 5L

' EE TB2EFFFF

cc

CALL wentrilo.
PUSH &

LEA ECH,ONORD
PUSH BECS

LEA EC:,DWORD
HOU DWORD PTR
CHP_ER::, BECS

ROD ESF, 4
LEA EC:, DWORD

PUSH 1
LEA EC, DWORD
MOU CWORD PTR

FOP EDI

ono CCT

FUSH wentrilo.
FUSH wentrilo.

CALL wentrilo.

FUSH wentrilo.
FUSH wentrilo.

CALL wenteilo.

CALL wenteilo.

BR4B2E20

BE42EARS
BE42BAFE
PTR 55: [ESP+2C]
BE4EAZ1E

BE42ZBASC
BE4ZBAFE
FTR 55: [ESF+2C]
DS: [428BF2], ERX
BE4EAZ1E

JE SHORT wentrilo.@84184C0
FUSH wenteila.
CALL wenteilo.

BE4ZEBAST
BE4137E0

FPTR S%: [ESP+2E]

MO EYTE PTR 55:[ESFP+521,8
CALL wenteila.

BE4EC2E

PTR 55: [ESF+34]
55: [ESP+EC], EEP
BE4EZE2E

IUser-defined label

IUszer-defined comment

ASCII
RSCII

RASCII
RSCII

RSCII

"[iag™
Terver’

"Porct™
Teruer™

"Only port 2784 is allowed o



If we covert 0EC8from heximal into decimal we get the value 3784, this is the standard port ventrilo is using.

PUSH standard port <- default port

PUSH string ,,Port* <-,,Port“ in ini

PUSH string ,,Server* <-,,[Server]* in ini

CALL something <-read from ini ???

CMP EAX, OECS8 <-is the value which is read from ini the standard port
JE xxx <-if so go on

PUSH string ,,Only...* <- if not show message that only port 3784 is allowed

So we must change JE to JMP and our problem is solved?
No, because the return value (EAX = port) is never stored into a variable, so if ventrilo is now creating a new connection
it does not use the value which was read from ini file.

So we must search for the standard port in the executable. The Hexvalue is 0OXOECS, in the exectuable is must be stored
as a dword C8 OE 00 00.

B4 1 A48 v?4 4z JE SHORT wentrilo,B8d41@4CD [
GE41 B4EE €2 SCEO4288  |PUSH wentrilo. BE42ERSC | ASCIT ™Only port 3784 is allowed
codieson | ES CB328888 | CALL ventrilo.BB413768

oE4in455|| . S3c4 o4 AOD ESF 4

pe4in4ss|| . SD4ced 28 LER ECH

EESrt el | DR R iN=My: Enter binary string to search for
g B g e o

fedipanz || - 204CE4 24 LEA ECx | ASCH |

| e B

31 B4ER (] . e

BE4164E5] . SF FOF EDI | UNICODE [

ge4in4Es|| - SE POP ESI

Bo4104ce|| © BS FOFFFFFE  |TDW EAwd HEX +04

oe4i64E0|| . 5B FOF EEX C8 WE 0@ B0
GE4164EE|| . SE4C24 48 FOU ECY

fEd1a4c2 || o 6412900 GeEEE MOU DWOH

oE4im4ca|| . gac4 4c AOD ESP

oE4indcc|| . c3 RETH

GEdinacn|| > en ee PUSH &

GE4lE40F () . 62 SEER4288 | PUSH wel
Ba41a404 () « 68 FBER4288 | PUSH wel

R A

v Entire block

Ba410400|| ; 2 SeSEEFeE |EALL ue 0K el
aad41a40o0(] « e P ance
ondinacz|| o BE pooepzem  |FoU EST) | Case sensitive
oad1a4E7 (| . 504024 2@ LER ECH
ARd i RAFR (== PlICH F&T I
We get this result:
Lol Ny L=1= TR Y S o iy ) Hdy Ry rin FLCOrTL A,
B?dlE?d( & 895424 18 MOY OWORD PTR SS [ESP+1B] EDA
BE41270R1) . &2 CEBEBRGEE | PUSH BECE HetShowt = ECB
934127DF . 995424 18 HMOL OWORD PTR 55: [ESP+1581,EDA
. 995424 IC MOU OWORD PTR SS: [ESP+1C1,ED=
. FF15 EBA414z@68| CALL DWORD PTR DS:[<&WSz2_32. #9771 ntohs
. BBFCZ24 28 MOU EDI,DOWORD PTR S5: [ESP+2E1
12 . 66:8%94424 BE |MOU WORD PTR S55:[ESP+E1,RAX
934‘EHFQ . BBd47 1@ MOU ERX, DWORD PTR DS: [EDI+1@1]
aa4127F9(]l . 58 PUSH ERX MetLona
Ba4127FAl « FFLS BC41420@ CALL DWORD PTR O5: [<&WS2_32.#83] ntoh L
GE4izeaEl] . 204C24 BC LEA ECH,DWIRD PTR S%:[ESP+C]
aa41z8a4() . 6A 1@ FUSH 18 Addrlen = 18 (16.)
Ba4122a5() . E1 PUSH ECx pSockAddr
Ha41z28a7(l . 56 FUSH ESI Socket
GEdizeasl) . 294424 1C MOL OWORD PTR SS: [ESP+1C1,ERX
Ba4iz2eaci| . FF15 88414288 CALL DMDRD PTE DS: E<&w82_32 #2r] bind
BE412812 893F8 CMP ERX, -
BE412815 v?E 1E JHE SHDRT ventrilo, 08412335
HE412217|) . &3 BCBE4288 | PUSH wentrilo.B842BEEC ASCIT "ERROR: Unable to bind to TCP socket.™
a541221c)| . E2 SFOFEEEE | CALL wentrilo.BB413760

Ventrilo wants to create a new connection with the port 3784. But we want to use our port which was read from the ini.
So we must pus it on the stack instead of OECS8. Pushing a variable on the satck needs more than 6 bytes, but we can
only overwrite the 6 bytes for the PUSH OECS instruction (68 C8 OE 00 00).

We could replace it with a distance jump but first we need some unused memory... But hey, we can use the memory
which is never executed anymore and is stored behind the procedure which is reading the port from the ini.



. &2 CEOERRER

FPUSH BECE

PUSH wentrilo. BE42BAC

PUSH wentrilo, BB42BRFE

LEA EC¥,DWORD PTR S5: [ESF+2C]
MOLU OWORD PTR DS: [42@8F31, EAX
CALL wentrilo,BE48A310

ASCII "Port™
ASCIT "Server™

. A3 Foemazoa
. EZ SCIEFFFF

O CEHEHEEE CTIF EHF, HET
w7442 JE SHORT wentrilo, BE4184C0
'BE SCBR42B8 | PUSH wentri Lo, BB42GASE RSCIT "Only port 27
© EB CBS20G08 | CALL ventrilo.DB413780
. gacd 64 AOD ESF, 4
. B04cz4 za LER ECx.DOWORD PTR_SS: [ESP+201
: Ecdiatenion O BOn eI ee L
. ventrilo.
. A 81 FUSH_1 unused
D E04CE4 34 LER ECX,ONORD PTR 55: [ESF+341
I 96024 SC 00 DWORD PTR 55: [(ESP45C1, EEP
. EB TE2SFFFF | CALL wentrilo. BB4BZESD
- FOP EDI
: EE FOF ESI
= FOP EEP
. BO FOFFFFFF | MY EAX,-3
FOP EEX
: U ECi{, DWORD FTR SS: [ESP+4@1
D Ean ssan Bogast Nl DUGRD PTR F&, 053 ECH
. 8304 AOD ESP, 4C
EETH

e FUSH &

. 63 GEBA4208 | PUSH ventrilo,BR42EA5E BSCII "Duplicates”
GAd 1 Adr d AR FAROAZGR FHEH niontri |l ARAPROFG oS- TT oo o

First we save EAX into a variable and then we change the JE to JMP

GEdiad4ac|] -« &2 SCER42EE PUSH wentrilo.8842BA9C ASCII "Porct™
Ga41a471 ) . &2 FBBA42E8E PUSH wentrilo.B842BAFE ASCIT "Seruer™
aad4isdve|l o 304024 20 LER ECH,DWORD PTR S5: [ESP+2C]

Ba41847AR | . A3 FEE84388 MOV DWORD: PTR: D5: [4388F51, ERX

aa41847F |l . ES S8CIEFFFF CALL wentrilo.B848R318

aEd 16424 HZ BEEE4 1868 MOU OWORD PTR DS: (41886601, EAX

HE4168439|  «EB 42 JHMP SHORT wentrilo.@@dif4cn

GE41E42R | - 62 SCEBRA428E PUSH wentrilo.8842BA5C ASCII "0nlw port
Gadia426| ) . EE CB22G8EE CALL wentrilo.B8841376A

@a418425)) .« 3304 84 RDD ESF, 4

aE4ia42811 o B04C24 28 LEA ECH.DOWORD PTR S5:[ESP+2A81

Note: We must change MOV DWORD OTR DS:[410000], EAX later to a valid address.

Now we can use the address from 0x0041048B to 0x004104CC to store our assembler instructions to push the variable
on the stack and jumping behind the PUSH OECS instruction where ventrilo initializes the port.

After that we must change the PUSH OECS instruction to a jump into our new instruction which pushes the variable to
the stack.

BB412?EFI|. EEICT4433 |C i MU WORD.PTR SSilESFc 2

aa412706|| . 295424 1@ MOU DWORD PTR SS:[ESF+161, EOX

a041370A| “~E9 ACDCFFFF | JMP wentrila.@B41n4se

BE41Z70F || . 895424 18 MOU DWORD PTR SS:[ESP+131,EDH

Ba4iz7ES|| - £95424 iC MOL DWORD PTR SS:[ESP+1C1, EDH |
ao4127E7 ||+ FF1S Emdi4zen CALL DWORD PTR 0 (B2 52, #3931 {Lntahs
ARdi1 27FFN RRFC?d PR MOl FOT NWNRO PTR S<S=-TFSP+2A1

Maybe a little bit hard to understand but this picture should show whats the idea behind this method:

read port from variable and
push it on stack, jmp back
to the main init. routine

call = read port value farm ini
EAX = port, stare it in variable

@a41@47F |l . EZ SC9EFFEE | CALL wentrilo.@@48A318
@E4iGdsd| A3 GEEE4166  |HOU DWORD FTR DS: [41G8861, EAX
BE41E453)  EB 42 JHP SHORT wentrilo.@@418400 —
it Al @@@E418@  (HOU EAX, DWORD PTR OS: (4166061
B34104%8| BB FUSH ER¥
Ba41A451|  «ES 43230806 | JHP Lentrilo.8841270F
gadlodvel 9 HoF
B4 10457 HOP
uﬁ4f|;409|| Zbacz4 zo LEA ECH,DWORD FTR SS5: [ESP+2@]
@aaimascil . ceqd424 58 @@ |MOU BYTE PTR S5:[ESF4EE1,8

go on after

reading the

port value

fram ini

ventrilo wants to init port (push it), jmp to our subroutine

BE4127CF || - E61CF4424 @C | MOU WORD PTR S5:LESP+CI, 2
g0 1 270 | 595424 18 MO DWORD FTR SS: [ESP+181,EDX
ﬂL41c’Fﬂ ~E3 ACOCFFFF (| JMF wentrilo. 884168456 J
t 295424 18 | MOU DWORD FPTR SS:[ESF+121,EDN-
295424 1C | MOLU DWORD PTR S5:[CESF+1C1,EDR
FF1& BB414EBE|EHLL OWoRO PTR OS: [<&M52_32 #3%x] ntohs

RRFC24d A MRl FAT RWNRR PTR S TESE+2R1



The last what we need to do is changing the variable address. Normal variables are stored in the data section of the

executable: .
-aa4a-aaaa!aaa-a1aaa|uentrn.:- PE header |Imag|R
BE4E 1806 | BAAZAEE| ventrilo) Jtent code Imag| R
BE4 24000 | BABESE0E| ventr | Lo| . rdata imports Imaal R
HE427008 BAREERREA| ventrilol .data |'data |'Imag! R
T1ABEERG | AAEE1AEE| WSZHELF | IPE header |ImaalR
We only need to seach some unused bytes there:
ARAZ1EEG| B8 BB GO A B 08 B BE 66 0B BE 66 B8 B8
GE4Z1516| 60 BE B0 BR GE B B0 BE B GO BE GO BE @8
BR451656) A8 AR AR AR AR DA BE G0 BR BE B0 G600 @6
AR4316656 | R BE AE BR 0P BA AO DA BA OD BE GO GO G

and can change the variable:

IS LSS T |« EOD OL2CECrr
B 16424 A2 &A1542680
Be416429)  ~EB 42

BE41 68420 Al EA1542680
BE418498 =i

aE418431 ~E9 43238880
B84 18496 L]

B4 1 @497

T EREC Tt | ARASS A Am

| wHLL WA LLT L L e B EHD L

MO DWORD PTR DS: [4216581, ERK
| JMP SHORT wentrilo.@@4164C0

| MOU ERE, OWORD PTR OS: 043166837
|PUSH ERHX

P wentroi lo. 8841 270F

HOP

HOF

L T TR T S o o T o R e et e e

Now we must patch the changes with a Hexeditor directly into the executable and then we can use our new hacked

ventrilo version :)

- uall



